Understanding trust frameworks: goals and
components identified through a case study

Louise van der Peet![0009-0008-5022-4279] Njtesh Bharosa![0000-0002-3919-6413]
Sander Dijkhuis?, and Marijn Janssen![0000—0001-6211-8790]

! Delft University of Technology, Delft Netherlands
2 Cleverbase, The Hague Netherlands

Abstract. Amidst increasing online data sharing among organisations,
there is a growing need for interoperability and trust in the digital space.
When there is no infrastructure provider for sharing information (e.g.
by Big Tech players and / or government-owned infrastructures), pub-
lic and private actors must figure out how to reach agreements about
the technical specifications and data infrastructure components to fa-
cilitate inter-organizational collaboration. This paper zooms in on the
empirical phenomenon of trust frameworks emerging in practice. The
main research question is twofold: (1) what are the goals actors strive
for with trust frameworks and (2) which components are developed for
achieving these goals? Drawing on previous literature and a case study
approach, interoperability, certainty, efficiency, and security emerge as
goals of trust frameworks. As for the second question, we draft an ex-
haustive diagram of components from both the literature and our case
study. This explorative research lays the foundation for future research
into trust frameworks as a major change in traditional approaches to
cross-sector data exchange.

Keywords: Trust frameworks - Digital governance - Data interoperabil-
ity

1 Introduction

Globally, digital data sharing has reached unprecedented heights, organisations
and individuals (unintendedly) share massive amounts of data. There is an ongo-
ing steep data growth going on, with only 2 zettabytes in 2010, and in 2025 it is
projected to be 181 zettabytes [23]. As shared data volume and sensitivity con-
tinue to grow, so does the need for robust mechanisms to ensure secure, efficient
and trustworthy data sharing across various sectors and organisations. This is
especially true for situations where sharing incorrect data can have legal conse-
quences. Examples include applying for public services, filing corporate reports
and buying a house [7]. In such cases, all actors seek legal certainty, for instance
about the identity of the supplier and receiver of data, as well as the confidential-
ity, integrity and availability of digital infrastructure components. When there is
no infrastructure provider (e.g. by Big Tech players and / or government-owned
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infrastructures), organisations must themselves make to agreements about vari-
ous specifications and data infrastructure components needed for interoperability
and trust for inter-organizational data sharing. In other words, they are develop-
ing trust frameworks which guide information sharing among public and private
organisations. The need for interoperability across organisations and sectors is
recognized on a broader scale, as shown by the interoperability initiative in the
European Union, the European Interoperability Act. This legislation aims to
promote a more open and secure digital space, encouraging cooperation across
borders and sectors [20].

Against this background, this paper zooms in on the empirical phenomenon
of trust frameworks. Trust frameworks are capturing how actors seek to build
cross-organisational and cross-sectoral interoperability and trust.

An example of such a framework in action is MedMij [13], a Dutch initiative
aimed at establishing a secure and reliable ecosystem for health data exchange.
MedMij serves as a set of standards and agreements designed to ensure that
personal health data can be shared securely between healthcare providers’ and
patients’ personal health environments. Prior to MedMij, the healthcare sector
faced significant challenges due to the disparate methods of data sharing among
various healthcare providers. These inconsistencies can lead to fragmented pa-
tient information, inefficiencies, and increased risks to patient privacy [11]. Med-
Mij addresses these problems by providing a unified framework that standard-
izes data exchange processes. This framework enables patients to gain control
over their health data, merging information from various sources into one sin-
gle location. Medmij was developed through collaboration between healthcare
providers, app developers, patient representatives and personal health environ-
ment providers. These efforts have resulted in a secure, interoperable framework
that empowers patients to manage their health data while promoting efficiency
and privacy.

While organizations are increasingly incorporating trust frameworks, such as
the MedMij framework, there is little scientific literature providing a conceptual-
ization of trust frameworks, and in the literature that exists, there is no complete
consensus on the term (section 3 provides more details).

This explorative paper aims to introduce a clearer understanding of trust
frameworks. Our goal is to comprehensively conceptualize trust frameworks,
including components and goals. Accordingly, the main research question is
twofold: (1) what are the goals actors strive for with trust frameworks and (2)
which components are developed for achieving these goals? By offering a con-
ceptualization informed by literature and empirical evidence, this research aims
to contribute to theory building on trust frameworks, advancing academic schol-
arship and practical applications. This paper proceeds as follows. Section two
presents the research approach followed and section three provides a conceptu-
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alization of trust frameworks. Section four reveals the findings of the empirical
case study. Section five concludes this paper and presents directions for future
research.

2 Research Approach

The objective of this explorative paper is to gain a better understanding of
trust frameworks, particularly the definition, components and goals. We follow
a three-step approach in order to achieve the objective. First, we conduct a sys-
tematic literature review on the concept of trust frameworks, allowing for the
development of a lens for investigating the case study. The main goals of this
literature research is to find components of trust frameworks in the literature,
and a robust definition for the term. We employed thematic analysis to identify
and cluster key components into broader categories, ensuring a systematic and
rigorous understanding of trust frameworks. Section 3 provides an overview of
the findings of the literature review.

Second, we conduct an empirical case study that zooms in on the ongoing de-
velopment of a trust framework called Trusted Information Partners (TIP) [25].
TIP is a public-private system of agreements for the exchange of digital data,
primarily with significant financial or legal impact. Yin [27] proposes that case
studies contribute to the examination of contemporary phenomena within their
natural context, especially in new phenomena where existing theory might be
limited; and that a single use case study is well-suited for exploratory research
aimed at theory development. The TIP case study was chosen due to its widely
collaborative nature, involvement in the public sector, and because it is used
for the purpose of data sharing, making the case relevant for the research goals.
The qualitative data was collected through semi-structured interviews, with rep-
resentatives from different organisations.

We interviewed a total of eight experts involved in the case study. The in-
terviewees were gathered through the network of the researchers, the criteria
for the interviewees being that they are actively involved in the development of
TIP; and have expertise on some aspect of digital data sharing. The respondent
description can be found in table 3. Each interview lasted around 60 minutes.
Three main goals were pursued in the interviews: (1) find a common definition
for trust frameworks, (2) gather the essential components for trust frameworks,
and (3) find the goals that are pursued using trust frameworks. The resulting in-
terviews were recorded, transcribed, validated by the respondents, and analysed
by comparing common themes. This analysis involved thematic coding, where
each interview transcript was examined line-by-line to identify and categorize
mentioned goals and components, allowing for the systematic identification of
recurring themes.
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Lastly, the findings from the literature review are compared with the findings
from the interview. The main findings of this comparison are captured in figure
1. This leads to a greater understanding of the components and definition of
trust frameworks.

3 Conceptualizing Trust Frameworks

We searched the literature for examples of trust frameworks, in order to establish
a definition and conceptualization. A Scopus ’title-keyword-abstract’ search for
the keywords ’“trust framework’ and ’governance’ in November 2023 reveals 37
papers.

Alternative terms such as “trust model’, ’trust scheme’, and ’trust protocol’
were considered but ultimately excluded from the primary search. The reasons
for this exclusion are twofold: (1) these terms are often related to quantifying
trust for better decision making, rather than creating a practical framework that
can be used without trust among the participants; and (2) including these terms
leads to more irrelevant results in the systematic review. For instance, the term
trust model’ refers to "methods on how to model and quantify trust with suffi-
cient detail and context-based adequateness" [5]. "Trust schemes’ help automate
trust decisions by leveraging technical standards, legal regulations, and infras-
tructure, highlighted by More [15]. Lastly, ’trust protocol’ refers to a method for
modeling indirect trust [21]. Including these terms would thus dilute the focus
of our review and lead to less relevant literature being considered.

In the set of papers, only one contains a definition for the term trust frame-
work. Brewer et al. [3] take a definition from the white paper of the National
Institute of Standards and Technology (NIST) [24] where trust frameworks are
defined as following;:

"a generic term used to describe a legally enforceable set of specifications,
rules, and agreements that govern a multi-party system established for a
common purpose, designed for conducting specific types of transactions
among a community of participants, and bound by a common set of
requirements".

All other papers in the review use the term one or multiple times throughout
the paper, but never refer to its definition. This confirms our starting point,
that there is no universal definition for trust frameworks. Furthermore, the term
is also used to describe a framework for conceptualizing trust, rather than the
sort of practical framework that builds cross-organisational and cross-sectoral
interoperability and trust that we aim to discuss. [6] [9] [14] [18]. In this analysis
we will mostly focus on the practical perspectives on trust frameworks.

In the literature that describes practical frameworks, we identify several com-
mon components of trust frameworks that recur across the literature as outlined
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Study Technical Governance Operational Legal require-
specifications specification requirements ments

[1] v’ v’

2] v’ v’ v’ v’

i3] v v v v

[4] N

8] v’

[10] v’ v’

[12] v’ v’ v’

[16] v v v

[19] v v v v

[22] v’ v’

Table 1. Categories of trust framework components in the literature

in table 4. In this context, the term ’components’ is defined as something needed
in order to facilitate information sharing or the governance of information shar-
ing. We extracted all components from the literature, and group these into cat-
egories: similar components were clustered together based on their purpose and
through this grouping patterns emerge, allowing the discerning of categories.
Four categories emerge from this analysis: operational requirements, legal re-
quirements, governance, and technical implementation.

— Operational Requirements: These are the procedural and protocol-driven
aspects critical for the daily functionalities and security measures of the trust
framework, including data operations and technical specifications.

— Legal Requirements: This category represents the compliance and reg-
ulatory framework, ensuring alignment with legal standards and practices
through e.g. audit schemes and terms of service.

— Governance: Governance components outline the organizational structure
and the distribution of roles within the framework, detailing the mechanisms
for auditing, validation, and collaboration among stakeholders.

— Technical Implementation: Most of the literature relies on technical spec-
ifications to model a trust framework. This occurs in various forms, from
the implementation of user dashboards [19] to the application of blockchain
methods [22].

Furthermore, in the literature we found a diverse application of trust frame-
works across several sectors. For example improving data exchange in the food
and agriculture sector [3] [19], and improving trust among users of virtual envi-
ronments [4] [12] . The wide range of sectors applying trust frameworks under-
scores the universal relevance of trust frameworks in fostering trust and security
across various industries.

We further identify the goals of the trust frameworks. These can be summa-
rized into five categories:
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— Security and privacy: nine out of ten of the relevant papers mention
security and privacy as a goal of the trust framework. More specifically,
privacy of personal data [3] [8] [10] [12] [16], and the security principles of
the CIA triad (confidentiality [16], intergrity [10] [1], availability [12] [16]
[22]) are common goals in the literature.

— Certainty and compliance: Increasing certainty and compliance is an-
other goal. Certainty in the form of accountability [2] [16] [19], and in the
form of reliable information [4] [10] [22] were most common in the literature.
Compliance to privacy regulations [3] [16] and legal certainty [2] could be im-
portant, with frameworks designed to align with existing laws and standards
to facilitate adoption and integration into current systems.

— Societal impact: Trust frameworks in different sectors have different goals
in terms of societal benefits. From the improvement of food safety and quality
[3], to maintaining free movement during the COVID-19 pandemic [8]. More
common goals in this category are: users’ control over their personal data [9]
[10] [19] [22]; establishing ethics and shared values [2] [12] [22]; and increasing
transparency [19] [22].

— Interoperability and scalability: Interoperability is a goal that empha-
sizes the need for systems and technologies to work together seamlessly, it
is specifically mentioned as a goal in two previous works [8] [16]. Scalability
[22] and multi-lateral data exchange [3] are found as goals as well.

— Efficiency: Efficiency is mentioned only by one study as a goal [3]. This trust
framework promotes efficiency by means of supply-chain efficiency, and by
unlocking the full potential of already-existing technologies.

An overview of which relevant work contains which categories of goals can
be found in table 2.

Security & Certainty & Societal im- Inter- Efficiency
privacy compliance  pact operability &
scalability

[1] v’

2 v v v

B | v v v v

[4] v’ v’

8 v v v

o v v v

n2 |v v

e |v v v

o] |v v v

22 |v v v v

Table 2. Categories of trust frameworks’ goals in the literature

A unified understanding of trust frameworks is still missing, underscoring the
need for a more cohesive conceptualization.
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4 Case study: Trusted Information Partners

4.1 Background

Trusted Information Partners (TIP) is an initiative consisting of public and pri-
vate parties in the Netherlands, where the goal is to increase ease and trustwor-
thiness of online interactions for citizens, businesses and government. The collab-
orating partners share a vision that once citizens and entrepreneurs have access
to a high level of assurance; electronic identities; functions for personal data
management; and exchange within relevant legal frameworks, eSociety would
function without paperwork. The resulting product of this collaboration is a
cross-domain public-private trust framework. For this, components are specified
and governed regarding the following topics:

— Identities at a high level of assurance (conform eIDAS)

— Qualified trust services (conform eIDAS)

— Methodology for legal representation with a high level of assurance

— Methodology for funding of collective functionalities and (maintenance of)
the trust framework

— Shared digital infrastructure for information exchange

— Trusted registration and publication of service and chain specifications

— Discovery of shared information services

— Payment system for services delivered within the ecosystem.

The trust framework is an implementation of the European eIDAS regulation
(EU) 910/2014 [26], establishing trust frameworks for electronic identification
and trust services in the internal market. As stated in the eIDAS recitals, there
is a need for online trust and legal certainty.

"(1) Building trust in the online environment is key to economic and
societal development. Lack of trust, in particular because of a perceived
lack of legal certainty, makes consumers, businesses and public author-
ities hesitate to carry out transactions electronically and to adopt new
services."

"(2) This Regulation seeks to enhance trust in electronic transactions
in the internal market by providing a common foundation for secure
electronic interaction between citizens, businesses and public authorities,
thereby increasing the effectiveness of public and private online services,
electronic business and electronic commerce in the Union."

Whereas eIDAS establishes minimum legal and technical requirements and
standards to enable electronic transactions, the regulation does not replace mem-
ber state laws and agreements. The way electronic identification and trust ser-
vices are applied differs per member state. The partners in TIP aim to leverage
the legal and technical standards of eIDAS in a public-private collaboration to
design, govern and contribute to the adoption of qualified information exchange
on a shared infrastructure in a common trust framework.
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4.2 Interview results

We have interviewed eight experts who are all currently part of the TIP collabo-
ration. Table 3 provides an overview of interview respondents. These respondents
were selected based on their expertise in developing components. Seven out of
the eight respondents have been involved in the implementation of at least one
other trust framework. In this section we will discuss how respondents define
trust frameworks and what they see as the goals for trust frameworks.

Respondent Role Expertise

1 Product owner data exchange at maintenance and standardisation of
public organisation trust frameworks, governance

2 Customer journey expert at private finance, digital innovation
organisation

3 Advisor for digital society at public governance, standardised informa-
organisation tion exchange development of trust

frameworks
4 Policy officer at public organisation control over data, data sharing,

government transparency, data gov-
ernance, policy frameworks

5 Product owner and security officer tech, finance, efficiency, security
at private association and privacy, enterprise architecture,
requirements
6 Business architect at private organ- compliance, process design, man-
isation agement, data sharing, cyber secu-
rity
7 CTO at private organisation taxonomies, technical strategies
and operations, standard reporting
8 Project manager innovation at pri- ecosystem development, control
vate organisation and ecosystem de- over data, communication, strat-
veloper via foundation egy, standardisation

Table 3. Overview of interview respondents

Definition When discussing definitions of trust frameworks, respondent 1 de-
scribed the need for an independent regulatory organisation (possibly the gov-
ernment), respondent 3 mentioned the introduction of processes or technology
in a standardised way, and reliable communication, while respondent 6 men-
tioned multiple parties in a chain working together to introduce agreements. It
is important to note that these definitions offer valuable perspectives on trust
frameworks, focusing on agreements, standards, and regulatory conditions. How-
ever, no definition given is exhaustive. Five out of eight respondents did not give
a concise definition of the term.
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Components All of the respondents named components from all four pre-
viously identified categories: legal, governance, operational and technical. The
following new components were identified, and were found important by multiple
interviewees:

— Future-proof technology (respondent 2 and 3)

— Financial liability (respondent 1, 2, 4, 5, 6, 7 and 8)
Code of conduct (respondent 1, 2, 5, 7 and 8)

— Trust services (respondent 1, 3 and 7)

The following was mentioned by only one respondent:
— Data stewardship (respondent 7)

We add these components to the components found in the literature in figure
1 to create a comprehensive overview.

Another interesting finding from the interviews is that two respondents (2,5)
stressed that a trust framework should contain technical guidelines, but no im-
plementations. This is significantly different from what the literature regards
as trust frameworks, where the majority of the papers focused on the technical
implementation as the core of the trust framework.

colored components from
assessment and data operations interviews (respondent
assurance numbers in parantheses)
privacy standards [10]
legal structure [literature references
knowlzdge sharing protocols [15]

audit schemes [2] [16] (1:6.7.8)

between brackets]

tions schemes [2](13](16)

legal frameworks [1] {¢)

legal trust anchors [2] (2.3.4,5.6)

compliance standards

compiisnce guideines [16] Legal specifications

member directory [3] 9]

disclosure rules [10] legal operations knowledge mapping component technical specifications
transparency rules [10] (2.4.7.8) = security pratocols and

requirements [3] [10] {6.7.8)

dispute resolution [12] (1
code of conduct (1,25,7,8)
service agreements [13]

rules of engagement 5] Trust Frameworks Oparational requirements

organisational structure (124,68

supervisory board [2] [3] (%)

assessor agreements [13] f;‘;‘;‘i:f“'““’“ IR o5 future-proof tachnology
execuciva board [3] [13] ’

data implementation
pusiic ledgars [1]

financial liability (1,2,4,5,6,7.¢

management organisation (3

user interfaces
auditing, validations data 2pi 3]
and trusted parties

rusted issuer 1] 7]

communications inerfaces [3]

Govemance scorage [9] 9]

casnboaras [16]
governance structure

Technica! impiamanation
access and security
2 110] implementation

authentication system (9]

auditor [1] [12] {1,6,7,8
PETs

genarl PETE[16]

reguistor [3

assessors [13]
S usted compute cell[3]
oensry ovmer (i3] security sudit implementations [10]
data verifier [13] reasoning engine / trust model [3]
B 11e)

oiDs [1]

accass control management [18]
data stewards ()
trust servicas (1,37

verifiable cradentiais [1]

collaborative groups
mambsr council 3 ervetographic standards [11121(10]

advisory commitiee of stzkenoiders
e

ssue-specific sub-committees [16]

Fig. 1. Components of trust frameworks in the literature and from interviews
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Taking these results into account: often the respondents do not necessar-
ily agree with the literature, and some components of trust frameworks are only
mentioned in one paper or by one respondent. We can therefore consider the com-
ponents described in figure 1 as exhaustive but not exclusive to the components
of trust frameworks. Table 4 describes the subcategories that these components
are divided in.

Goals The goal of trust frameworks came forward more strongly in the inter-
views, and can be summarized into six main categories: efficiency, interoperabil-
ity, certainty, security, economic viability, societal impact.

Efficiency

All respondents mentioned efficiency as a goal of trust frameworks in one
way or another. Respondent 3 mentioned that the standards created by trust
frameworks are necessary for large-scale innovation:

"Trust frameworks are essential, and generally digitalization consists of
trust frameworks. (...) If we do not make agreements on how video works,
then my camera would not work with both Zoom and WebEx. So if you
want to work on innovation and create large-scale innovation in a chain,
forms of standards will emerge."

Efficiency also extends to regulatory compliance, where trust frameworks
could streamline this process and reduce complexities of compliance. By ad-
hering to standardized protocols, organizations can navigate regulatory require-
ments more effectively, saving time and resources while ensuring adherence to
legal obligations. Respondent 5 mentioned that trust frameworks generally re-
quire fewer resources to create a solution for everyone, after which it is widely
implementable. This type of widely implementable standard will most likely
emerge from Europe or the US and Big Tech according to one respondent, but
it is not useful to wait until this happens:

"The Netherlands does not decide the world standard, not even Europe.
We could wait for an American or Big Tech standard, but there is no
use to that. [So right now| we are looking at how we can make it better
in the Netherlands."

Four respondents (1, 4, 5, 8) mentioned that there currently are enough tech-
nical solutions to make this large-scale innovation work, but they are not used
on a large scale as of now. Trust frameworks could use these techniques for in-
creased quality and efficiency of information chains.

Interoperability

Interoperability, or more specifically syntactic interoperability, is the application-
level interoperability that allows multiple software components to cooperate even
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though their implementation languages, interfaces, and execution platforms are
different [17]. Respondent 8 exemplifies how oftentimes when we use terms to
describe data we are not exactly talking about the same concept:

"[It is important]| to use the same language. For example, if you would
like to know someone’s income, what do you mean? Is that the fiscal
income? There are a lot of definitions for the term. That could lead to
difficult situations, because something might have been meant differently
then it is interpreted, and this results in poor information exchange."

This interoperability could be achieved through the adaptive standardisation
that a trust framework provides. Two respondents (6,7) also mentioned that this
interoperability could reduce vendor lock-in within domains. Trust frameworks
describe the requirement for services and the communication between them. Sev-
eral parties can join and more suppliers could emerge around the same service.
The trust framework would assure that these communicate in the same manner,
making the barrier for switching between vendors minimal.

Certainty

Certainty of data and documents, as well as legal certainty have operational
and societal implications. All respondents mentioned that the quality of data,
the certainty of data transfers or the legal certainty of documents would improve
when standards are in place to make set conditions for this data. Respondent 6
exemplifies improved legal certainty:

"Tt is mostly about the certainty that [for example] an accountant would
have: "This [document] was actually sent by the municipality or the tax
authorisation, so I can use this in the process with certainty’"

Moreover, respondent 7 mentions that in an increasingly digitalized world
where face-to-face interactions are limited, trust frameworks can play a role in
enabling certainty and trust without physical contact, mitigating risks associ-
ated with digitalized or remote engagements.

Security

All respondents mentioned security as a goal of trust frameworks in one way
or another. Online security could increase for businesses as well as individuals.
Respondent 6 mentioned that trust frameworks could help create an official
digital address making sensitive interaction far more safe:

"Currently there is no [all-purpose| digital address for individuals. Email
addresses are not official digital addresses. (...) If I would like to work
digitally, I need a digital address where the tax authorisation, govern-
ment, private organisations, etc can reach me in a trusted and secure
manner."
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The increase of digital business will also increase fraud opportunities in on-
line networks. When state-of-the-art technical standards are widely used, and
implemented in a standardised way, the risk for fraud could decrease. Personal
data will in turn also be shared and kept more securely. Fraud in digital envi-
ronments happens in numerous ways, respondent 2 illustrates this with how we
currently sign digitally:

"You give someone something very personal, namely your signature. This
might not be perceived as very personal, but it is. In that organisation
[which you send your autograph to|, you have no idea what people could
do with it. Someone could save it, everyone can see it"

Respondent 7 speaks of creating a comfort zone where parties can trust each
other through security measures and agreements, and data can be shared safely:

"What might be the most important part of trust frameworks (...) is the
creation of a certain comfort zone where people can share data. (...) It is
often about data that can be very sensitive, or where decisions are being
made with a societal impact. The comfort zone is the security: will we not
lose the data? What is the source? Is there a risk for a man-in-the-middle
attack? Using security, you earn trust."

Overall trust frameworks would model trust and security more similarly to
how it is modelled in the physical world, where trust is created through agree-
ments and laws. As illustrated by respondent 8:

"When you get into a public bus, you probably do not think 'T should
check the brakes of this bus.”. Sometimes it is logical that we do not
think about this anymore. In our digital world [this is different]: when
you install an app or use a service, there is often be an entire book’s worth
of policy on how your data will be processed, and you have to find out
legally what is written and what is actually meant. [You could compare
this] with finding out by yourself whether the brakes work before using
the app or service. Many people will therefore click ’accept’ because few
people will have the time, willingness or knowledge to [micromanage
their trust]."

Economic viability

Six respondents (1,2,3,5,6,7) mention some form of economic gain in the use
of trust frameworks. If many parties use one system, the costs will go down.
Furthermore, the increased digitalization of data could reduce administrative
costs, according to respondent 1:

"A lot of documents [in healthcare| are being retyped. The standards
and the way of work in TIP could be a blessing for hospitals to reduce
their costs and solve the problem [of re-entering information]."
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Respondent 7 names the reductions of administrative costs that results from
the decrease of paperwork. Moreover, respondent 2 names that the increased
ease of doing online business could also give a boost to the internet and online
business.

Three respondents (1,2,7) mention that mutual relationships and the creation
of new business relations is another goal for trust frameworks. The enhanced
trust fosters stronger partnerships and collaborations, leading to more efficient
and productive business interactions. The frameworks also lower the barriers of
entry for businesses seeking to enter new markets or engage with new partners.
Through interoperable standards and protocols, businesses can connect with a
broader network of suppliers, customers, and stakeholders. These relationships
and the network creates opportunities for knowledge sharing. By promoting open
collaboration and information exchange, trust frameworks facilitate the sharing
of insights, expertise, and resources across domains. Through collaborative plat-
forms, businesses can learn from each other’s experiences, leverage emerging
technologies, and drive continuous improvement and innovation.

Societal impact

All respondents agreed that societal causes could benefit from the implemen-
tation of trust frameworks. The following examples were named that could be
partially alleviated by trust frameworks:

— irrefutability of documents and identities is not sufficiently guaranteed (2,6,7)

— leaking or losing of important information with societal impact (7)

— unfair distribution of costs and benefits in business (4, 7)

— lack of certainty for citizens due to processing times of public organisations
(7)

— closed business format and lack of inclusivity (7, 8)

— high administrative load on healthcare workers (1)

— lack of open, honest and transparent processes (2, 4, 7, 8)

— citizens being excluded to means e.g. people who do not have access to
financial means (2)

However, respondent 5 argues that societal causes will never be the main goal
for trust frameworks, as the incentive will always come through some operational
or financial goal.

5 Conclusions and future research

This explorative paper provides a comprehensive conceptualisation of trust frame-
works, including components and goals. Drawing on literature and the case study,
we can answer the three research questions as follows.
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Considering the first research question (what are the goals actors strive for
with trust frameworks?), we found that the literature broadly outlines goals
within six categories: security and privacy, certainty and compliance, societal
impact, interoperability, efficiency, and trust. The goals emerging from the case
study can be categorized into six categories: efficiency, interoperability, certainty,
economic viability and societal impact. Out of these goals, all respondents agreed
on four of them: interoperability, certainty, efficiency and security. All four of
these goals also emerge from the literature. While the other goals were not
agreed upon to be a universal goal of trust frameworks.

Considering the second research question and (which components are devel-
oped for achieving these goals?), we found four categories of components: techni-
cal specifications, governance, operational requirements, and legal requirements.
However, even though technical specifications are widely used as a component
in the literature, not all respondents agree that this should be a part of trust
frameworks. Similarly, even though the categories of components can be mostly
agreed upon, a fair amount of the components that we found are only mentioned
in one article or by one respondent, indicating even more that there is no con-
sensus on the essential components of trust frameworks. Therefore, no minimal
set of components for trust frameworks has been found.

The research, while explorative, lays the foundation for future research into
trust frameworks. Trust frameworks represent a major change in traditional
approaches to cross-sector data exchange and could use further research and de-
velopment. By investigating trust frameworks across diverse use cases, exploring
their transformative potential, and drawing upon insights from analogous con-
cepts, we can progress the academic literature and provide real-world solutions
for complex problems. Future research should expand to multiple use cases, to
explore trust frameworks in various sectors and contexts for a more complete
view. Additionally, drawing parallels with analogous concepts from related fields
may offer novel perspectives and methodologies that can help in the development
of trust frameworks.
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